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One aspect of the present invention is a method and apparatus of 
providing a card (30) and/or reader (20) that recognizes a communication mode 
of a corresponding reader (20) and/or card (30). The card (30) reader (20) 
comprises a memory (42) and a card (30) interface circuit (44) to detect a 
mode of a card (30). A processor (40) coupled to the card (30) interface circuit 
(44) and the memory (42), communicates with the card (30) in the detected 
mode if the detected mode matches a communication mode of the processor 
(40). The card (30) comprises a memory (34) and a reader interface, circuit 
(36) to detect a mode of a reader (20). A processor (32) coupled to the reader 
(20) interface circuit (36) and the memory (34), communicates with the reader 
(20) in the detected mode if the detected mode matches a communication 
mode of the processor (32). Another aspect of the present invention is a 
method and apparatus of providing a card and/or reader that is operable in two 
communication modes. The dual mode card reader comprises a memory and a 
card interface circuit to detect a mode of a card, the mode being one of first and 
second communication modes. A processor coupled to the card interface circuit 
and the memory, communicates with the card in the detected mode. The dual 
mode card comprises a memory and a reader interface circuit to detect a mode 
of a reader, the mode being one of first and second communication modes. A 
processor coupled to the card interface circuit and the memory, communicates 
with the reader in the detected mode. 
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APPARATUS AND METHOD OF PROVIDING 
A DUAL MODE CARD AND READER 

BACKGROUND OF THE INVENTION 

1. Field of the Invention 

The present invention relates to electronic devices, and more 
particularly to a method and apparatus of providing a card and /or reader 
that recognizes a communication mode of a corresponding reader and /or 
card. The present invention also relates to a method and apparatus of 
providing a card and /or reader that is operable in two communication 
modes. 

2. Description of the Related Art 

Currently, most smart cards interface with card readers in a 
manner compliant with the International Standards 
Organization/International Electrotechnical Commission (ISO) 7816 
standard (hereinafter "ISO-7816 standard"). Card readers in turn 
communicate with host computers using interfaces such as the RS-232, 
the PS/2 or the Universal Serial Bus (USB). Current host computers 
typically require the implementation^nd_utilizatioai>f a specific driver 
such as the RS 232, the PS/2 or the USB driver, to communicate with 
the card readers. The card reader in turn communicates with the card 
in accordance with ISO-7816. 

Although the ISO-7816 is a well established standard, 
communication based on this standard is rather slow. In addition, the 
implementation of USB is becoming more prevalent on newer 
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computers. As a result, it has become desirable to develop smartcards 
that can operate and communicate at higher speeds. It is also desirable 
to provide smart cards that can communicate directly with host 
computers, over, for example, the USB, at very high speeds. 

Accordingly, there is a need in the technology for a card and /or a card 
reader interface that is functionally compatible with both the ISO-7816 and 
the USB standards. There is also a need in the technology for a card and a 
reader that communicates in accordance with either or both of those 
standards, and can distinguish the operational mode of the respective reader 
or card that it interfaces with. 

BRIEF SUMMARY OF THE INVENTION 

One aspect of the present invention is a method and apparatus of 
providing a card and /or reader that recognizes a communication mode of a 
corresponding reader and /or card. The card reader comprises a memory and 
a card interface circuit to detect a mode of a card. A processor coupled to the 
card interface circuit and the memory, communicates with the card in the 
detected mode if the detected mode matches a communication mode of the 
processor. The card comprises a memory and a reader interface circuit to 
detect a mode of a reader. A processor coupled to the reader interface circuit 
and the memory, communicates with the reader in the detected mode if the 
detected mode matches a communication mode of the processor. Another 
aspect of the present invention is a method and apparatus of providing a card 
and/ or reader that is operable in two communication modes. The dual mode 
card reader comprises a memory and a card interface circuit to detect a mode 
of a card, the mode being one of first and second communication modes. A 
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processor coupled to the card interface circuit and the memory, 
communicates with the card in the detected mode. The dual mode card 
comprises a memory and a reader interface circuit to detect a mode of a 
reader, the mode being one of first and second communication modes. A 
processor coupled to the card interface circuit and the memory, 
communicates with the reader in the detected mode. 

BRIEF DESCRIPTION OF THE DRAWINGS 

The features and advantages of the present invention will become 
more readily apparent to those ordinarily skilled in the art after reviewing 
the following detailed description and accompanying drawings, wherein: 

Figure 1 A is a perspective view of one embodiment of ari electronic 
system that implements one embodiment of the present invention. 

Figure IB is a block diagram of one embodiment of the card reader 20 
arid' one embodiment of the card 30 as shown in Figure 1 A. 

Figure 2A is a block diagram of one embodiment of a single mode 
(e.g., USB-compatible) reader that is used in conjunction with one 
embodiment of a single mode (e.g., USB-compatible) card. 

Figure 2B is a block diagram of a second embodiment of a single mode 
(e.g., USB-compatible) reader that is used in conjunction with one 
embodiment of a single mode (e.g., USB-compatible) card. 

Figure 3A illustrates one embodiment of a dual mode (e.g., ISO and 
USB-compatible) reader that receives one embodiment of a single mode (e.g., 
ISO-compatible) card. 
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Figure 3B illustrates one embodiment of a dual mode (e.g., ISO and 
USB-compatible) reader that receives one embodiment of a single mode (e.g., 
USB-compatible) card. 

Figure 3C illustrates one embodiment of a dual mode (e.g., ISO and 
USB-compatible) reader that receives one embodiment of a dual mode (e.g., 
ISO and USB-compatible) card. 

Figure 4A illustrates one embodiment of a single mode (e.g., ISO- 
compatible) reader that is coupled to receive one embodiment of a dual mode 
(e.g., ISO and USB-compatible) card. 

Figure 4B illustrates a single mode (e.g., USB-compatible reader) that is 
coupled to receive one embodiment of a dual mode (e.g., ISO arid USB- 
compatible) card. 

Figure 4C illustrates a dual mode (e.g., ISO and USB-compatible) 
reader that is coupled to receive one embodiment of a dual mode (e.g., ISO 
and USB compatible) card. 

Figure 5 is a flow chart illustrating one embodiment of the card 
identification process of the single mode (e.g., USB-compatible) reader in 
accordance with the present invention. 

Figure 6 is a flow chart illustrating one embodiment of the reader 
identification process of the single mode (e.g., USB-compatible) card in 
accordance with the present invention. 
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Figures 7 A and 7B illustrate a flow chart of one embodiment of the 
card identification process of the dual mode reader in accordance with the 
present invention. 

Figure 8 is a flow chart illustrating one embodiment of the reader 
identification process of the dual mode card in accordance with one 
embodiment of the present invention. 

DETAILED DESCRIPTION OF THE INVENTION 

One aspect of the invention involves a card reader that recognizes the 
communication mode of a card that it receives. In one embodiment, the card 
reader is configured to operate in accordance with the USB standard. This 
card reader recognizes cards that conform to the USB standard. Once 
communication is established, the card reader becomes transparent to both 
the card and the host computer, resulting in providing accelerated 
communication between the two entities. In this configuration, the unused 
ISO portion of the connector on the smart card are used to communicate with 
the USB reader for purposes of activating the LED(s) on the reader, input 
optional keypad PIN entries, and /or input optional biometric (e.g., 
fingerprint scan) information about the user. 

A second aspect of the invention involves a card reader that provides 
dual mode communication with a smart card. In one embodiment, this 
aspect of the invention involves a card reader that operates in accordance 
with either the ISO-7816 or the USB standard. The card reader of the 
invention can receive a smart card that communicates in accordance with 
either of those standards, and can distinguish the operational mode of the 
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card it receives. Once the operational mode of the card is established, the 
card reader communicates with the card in a mode that is compatible with 
that of the card. 

A third aspect of the invention involves an apparatus and method for 
providing dual mode communication for a smart card. In one embodiment, 
this aspect of the invention involves the implementation of a smart card that 
can operate in accordance with either the ISO-7816 or the USB standards. The 
smart card of the invention is able to distinguish a card reader that is capable 
of communicating in accordance with either of the standards, and 
accordingly provides communication in a mode that is compatible with the 
reader. 

Although the present invention is described with reference to the ISO- 
7816 and the USB standards, in alternate embodiments, dual and /or single 
mode communication based other communication standards and /or 
protocols, or operational standards and /or modes may be provided in 
accordance with the principles of the invention. Such other communication 
standards and /or protocols include, but are not limited to IEEE 1394 serial 
bus (firewire) and RS-232. In addition, in alternate embodiments, detection 
and/ or identification of other communication standards and /or protocols, or 
operational standards and/or modes of a reader or card may be provided in 
accordance with the principles of the invention. Reference to the ISO-7816 
and USB standards are used for illustrative purposes only and are by no 
means restrictive. 

Figure 1 A is a perspective view of one embodiment of an electronic 
system that implements one embodiment of the present invention. The 
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electronic system 10 comprises a computer 12, a monitor 14, a keyboard 16, 
and a card reader 20. The computer 12 may be a general purpose computer, a 
personal computer or a workstation. The computer 12 may also be connected 
to a network (not shown). The keyboard 16 is coupled to the computer 12, 
which supplies current and voltage to the keyboard 16 and the card reader 
20. In an alternate embodiment, the keyboard 16 may be coupled to the 
computer 12 via an adapter which is also coupled to "the card reader 20. In 
this embodiment, the keyboard 16 only communicates with the computer 12 
via the card reader 20. One example of such an arrangement is described in 
U.S. application serial number 08/744,363 filed November 7, 1996, entitled 
"Method and Apparatus for providing an Authentication System/' which is 
assigned to the assignee of the present invention and is incorporated herein 
by reference. 

The card reader 20 has a slot 22 which receives a card 30, such as a 
smartcard. The card 30 comprises a processor and a memory module (see 
Figure-IB). In one embodiment, the reader 20 alsoJias a light emitting diode 
(LED) 24 which is turned on to indicate that the card reader 20 is ready to 
accept information from the keyboard 16 and that any information thus 
communicated will not be provided to the computer 12. In an alternate 
embodiment, the reader 20 may be configured to include a biometric sensor 
or scanner such as that described in co-pending U.S. patent application serial 
number 09/153,668 filed September 15, 1998, entitled "Apparatus and 
Method for providing an Authentication System based on Biometrics," which 
is assigned to the assignee of the present invention, and is incorporated 
herein by reference. In other alternate embodiments, the reader 20 also 



BNSDOCID: <WO 0023936A1 J_> 



WO 00/23936 PCT/US99/22360 



-8- 



includes a keypad, an alarm and additional LEDs which are configured to 
indicate other communications activities and card input/output changes. 

Figure IB is a block diagram of one embodiment of the card reader 20 
and one embodiment of the card 30 as shown in Figure 1 A. The card reader 
20 comprises a processor 40 and a memory module 42 which includes both 
read only memory (ROM) 42a and random access memory (RAM) 42b. The 
memory module 42 may also include magnetic disk storage mediums, optical 
storage mediums, flash memory devices and /or other machine readable 
mediums. The card reader 20 further comprises a card reader /writer 
interface circuit (card interface circuit) 44 which receives the card 30 through 
a slot 22 (see Figure 1A). The card interface circuit 44 also reads and /or 
writes data to or from the card 30. A clock module 46 provides timing signals 
for the operation of the processor 40 and the card interface circuit 44. In one 
embodiment, the clock module 46 comprises a single clock which provides 
timing signals for both the processor 40 and the operation of the card 
interface circuit 44. In another embodiment, the clock-module 46 comprises 
two clocks, one for driving the processor 40 and the other for driving the 
operation of the card interface circuit 44. 

ROM 42a includes firmware which the processor 40 executes for 
operation of the card reader 20 and for monitoring daia and/or commands 
from the computer 12. In one embodiment, ROM 42a also includes firmware 
for monitoring data entered from the keyboard 16 or from a keypad (not 
shown) mounted on the reader 20. This firmware performs read/ write 
operations to/from the card 30 and the read/write operations to/from RAM 
42b, where RAM 42b is used as a temporary buffer for data inputs and 
outputs. In alternate embodiments, ROM 42a also includes firmware for: 
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generating random numbers, for implementing encryption processes (such as 
encryption processes performed in accordance with the Data Encryption 
Standard (DES), Skipjack Standard and Rivest Shamir Aldeman (RSA) 
Standard), for providing key exchange (such as those provided in accordance 
with the Key Exchange Algorithm (KEA), the Diffie-Hellman key agreement, 
and the RSA standard), for providing hashing operations (such as those 
provided in accordance with the Secure Hash Algorithm SHA-1, the 
American National Standard Institute (ANSI) 9.9 standard and Maximum 
Distance Separable (MDS) codes) and for providing digital signatures (such 
as those provided in accordance with the Digital Signature Algorithm (DSA) 
and the RSA standard). In one embodiment, the card reader 20 further 
comprises a light emitting diode (LED) 24 (see Figure 1A), which operates 
under control of the processor 40 to indicate that an access authorization 
procedure has been initiated, and that the communication path between the 
card reader 20 (and thus the keyboard 16) and the computer 12 has been 
temporarily terminated. The LED 24 provides visual indication to the 
keyboard operator as to when it is secure to enter his password, so that the 
password will not be inadvertently provided to the computer 12. 

In one embodiment, the card interface circuit 44 detects and identifies 
the communication mode of the card 30. The card interface circuit 44 
subsequently provides communication with the card 30 in the detected mode. 
In another embodiment, the card interface circuit 44 communicates in one of 
two communication modes with the card 30, in accordance with the detected 
communication mode of the card 30. 

The card 30 comprises a processor 32, a memory 34 and a reader 
interface circuit 36. The memory 34 may include read only memory (ROM), 
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random access memory (RAM), magnetic disk storage mediums, optical 
storage mediums, flash memory devices and /or other machine readable 
mediums. In one embodiment, memory 34 also includes firmware for: 
generating random numbers, for implementing encryption processes (such as 
encryption processes performed in accordance with the Data Encryption 
Standard (DES), Skipjack Standard and Rivest Shamir Aldeman (RSA) 
Standard), for providing key exchange (such as those provided in accordance 
with the Key Exchange Algorithm (KEA), the Diffie-Hellman key agreement, 
and the RSA standard), for providing hashing operations (such as those 
provided in accordance with the Secure Hash Algorithm SHA-1, the 
American National Standard Institute (ANSI) 9.9 standard and Maximum 
Distance Separable (MDS) codes) and for providing digital signatures (such 
as those provided in accordance with the Digital Signature Algorithm (DSA) 
and the RSA standard). The reader interface circuit 36 includes a plurality of 
terminals (see for example, the contact terminals 8O1-8O8 of the reader 
interface circuit 82 as shown in Figure 2A) that interface with a corresponding 
plurality of terminals in the card interface circuit 44 of the card reader 20 (see, 
for example, the terminals 60 1 -60s of the card interface circuit 60 of reader 50 
as shown in Figure 2A) when the card 30 is inserted into the slot 22 of the 
reader 20. In one embodiment, the reader interface circuit 36 detects and 
identifies the communication mode of the reader 20— The reader interface 
circuit 36 subsequently provides communication with the reader 20 in the 
detected mode. In another embodiment, the reader interface circuit 36 
communicates in one of two communication modes with the reader 20, in 
accordance with the detected communication mode of the reader 20. 
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Figure 2A is a block diagram of one embodiment of single mode 
reader 50 that is used in conjunction with one embodiment of a single mode 
card 80. The single mode reader 50 may be used in place of the reader 20 in 
Figures 1 A and IB, while the single mode card 80 may be used in place of the 
card 30 of Figures 1A and IB. In one embodiment, the single mode reader 50 
is a USB-compatible reader, and the single mode card is a USB-compatible 
card. The single mode (e.g., USB-compatible) reader 50 receives the single 
mode (e.g., USB-compatible) card 80 through a slot (not shown) similar to the 
slot 22 on reader 20 of Figure 1 A. Like the card reader 20, the single mode 
reader 50 comprises a processor 40, a memory module 44, a clock module 54 
and a card interface circuit 60. The processor 40, memory module 44, and 
clock module 54 of the single mode reader 50 may be similar or identical to 
those of reader 20 in Figures 1 A and IB. 

As shown in Figure 2A, the card interface circuit 60 of reader 50 
comprises a plurality of terminals 60l-60s, a card recognition logic circuit 62 
and-a-divider circuit 64. In one embodiment, the divider circuit 64 comprises 
two resistors Rl and R2. In one further embodiment, the resistance value of 
Rl is approximately .ten times the resistance value of R2. For example, Rl = 
100 Kohm and R2 = 10 Kohm. The plurality of terminals 6O1-6O8 are 
configured to interface with a corresponding plurality of terminals 82i-828 
located in the reader interface circuit 82 of the card 80. In one embodiment, 
upon insertion of the card 80 into the slot of the reader 50, the first through 
eighth terminals 6O1-6O8 of the reader 50 interface with the first through 
eighth terminals 82i-82s of the card 80, respectively. In one embodiment, the 
plurality of terminals 6O1-6O8 and the plurality of terminals 82i-82s are 
contact terminals. 
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The single mode reader 50 further comprises a first voltage circuit 52, a 
first data circuit 55a, a second data circuit 55b, a ground terminal 56, and a 
second voltage circuit Vcc 58. In one embodiment, the first voltage circuit 52 
provides a fixed voltage Vcc of 5 volts to the first terminal 60i. In one 
embodiment, the terminal 6O2 of the reader 50, is not coupled to any circuitry. 
The clock circuit 54 provides clock signals to the processor 40 and to the card 
80 via the third terminal 6O3. The first and second data circuits 55a and 55b 
are coupled to both the processor 40 and to the fourth and eighth terminals 
6O4 and 60s respectively. The first and second data circuits 55a and 55b 
receive and forward data via the fourth and eighth terminals 6O4 and 608- In 
particular, data is provided as a differential signal from (or to) card 80 via 
elements 824 and 828 (from USB Universal Asynchronous Receive /Transmit 
(UART) Circuit 88) to (or from) reader 50, which receives (or forwards) the 
differential signal via terminals 6O4 and 608- The USB UART 88 facilitates 
communication with a USB compatible reader, such as reader 50. The ground 
circuit-56 provides grounding via the fifth terminal: 6O5, while the second 
voltage circuit 58 provides a fixed voltage Vcc that is provided via a sixth 
terminal 606. I n one embodiment, the first and second voltage circuits 52 and 
58 are a single voltage circuit. The card recognition logic circuit 62 is coupled 
to the seventh .terminal 6O7. In addition, the dividexxircuit 64 is coupled to 
the second voltage circuit 58, the card recognition circuit 62, and the sixth and 
seventh terminals 606 a ^d 6O7. In particular, the first resistor Rl is coupled 
between the sixth and seventh terminals 606 an d 607, while one end of the 
second resistor R2 is coupled to the seventh terminal 6O7, and a second end of 
R2 is coupled to ground. 
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The card 80 comprises a processor 32 that is coupled to a memory 
module 34 and a reader interface circuit 82. The reader interface circuit 82 
comprises a plurality of terminals 82i-82s. The terminals 821-823 and 82s are 
coupled to various circuitry within the card 80 which are known to one of 
skill in the art, but are not pertinent to the understanding of the present 
invention. The terminals 824 and 828 are coupled to a USB UART 88. The 
terminal 826 on the card 80, which is typically not used, is coupled to the 
seventh element 827 on the card 80 via a signal line 84, in accordance with the 
principles of the present invention. A reader recognition logic circuit 86 is 
coupled to the sixth and seventh terminals 826 and 827. 

Upon receiving the single mode card 80, the first through eighth 
terminals 82i-82s of the card 80 contact the respective first through eighth -* 
terminals 6O1 - 608 of the reader 50. In particular, the sixth and seventh 
terminals 826 and 827 of the card 80 contact the sixth and seventh terminals 
60^and 6O7 of the reader 50 respectively, so that the signal line 84 coupled 
between the sixth and seventh terminal 826 and 827 of the card 80 creates a 
short between the sixth and seventh terminals 606 an d 6O7 of the reader 50. 
As a result, the seventh terminal 6O7 of the reader 50 is pulled up to Vcc. The 
card recognition logic circuit 62 in the single mode reader 50 subsequently 
detects that the voltage at the seventh terminal 6O7 of the reader 50 has been 
pulled up to Vcc (typically 5V) or, is at a logic one state, and accordingly 
detects that the inserted card operates in accordance with a first 
predetermined communication mode. In one embodiment, when card 
recognition logic circuit 62 detects that the seventh terminal 6O7 is at a logic 
one state, it determines that the card 80 is USB-compatible, i.e., the first 
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predetermined communication mode is the USB mode. The reader 50 then 
proceeds with normal operation, including entering a passive mode to enable 
the card 80 to communicate directly with a host computer, such as computer 
12 (Figure 1 A), Conversely, if the reader 50 detects that the seventh terminal 
6O7 is not at a logic one state, it determines that the card 80 is not USB- 
compatible. In this case, the reader 50 generates a fault or an error message, 
which is received by the computer 12 and displayed on the monitor 14. 

Likewise, the reader recognition logic circuit 84 in the single mode 
card 80 detects that the reader 50 operates in accordance with the 
predetermined communication mode (e.g., is USB compatible), by detecting a 
logic one at terminal 827. The card 80 then proceeds with normal operation, 
and communicates directly with the host computer, such as computer 12, 
after the reader 50 enters a passive mode. Conversely, if the card 80 
determines that the reader 50 is not USB-compatible, by detecting a logic zero 
state at the seventh terminal 827, it generates a fault or an error message, 
which" is transmitted to the computer 12 via reader 5(T. 

Figure 2B is a block diagram of a second embodiment of a single mode 
reader that is used in conjunction with one embodiment of a single mode 
card. The single mode reader 50a may be used in place of the reader 20 in 
Figures 1A and IB, while the single mode card 80 may be used in place of the 
card 30 of Figures 1 A and IB. In one embodiment, the single mode reader 
50a is a USB-compatible reader, and the single mode card is a USB- 
compatible card. In this embodiment, the reader 50a comprises a clock 
module 54 and a card interface circuit 70 that includes a plurality of terminals 
701-708- The reader 50a is coupled to a computer 12 that comprises a 
memory 12a, a processor 12b, a card recognition logic circuit 12c, a power 
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supply 12d and a ground circuit 12e. In the embodiment of Figure 2B, the 
reader 50a facilitates recognition of the card 80 by the computer 12. In 
particular, the reader 50a operates under the control of the processor 12b, and 
receives its voltage and current requirements from the power supply 12d. 
The reader 50a further receives grounding from the ground circuit 12e. 

In addition to the clock circuit 54 and the card interface circuit 70, the 
single mode reader 50a further comprises a first and a second signal lines 65a 
and 65b that respectively couple the first and the sixth terminals 70 1 and 706 
to the power supply 12d; a third and a fourth signal lines 66a and 66b that 
respectively couple the fourth and the eighth terminals 704 and 708 to the 
processor 12b; a fifth signal line that couples the fifth terminal 70s to the 
ground circuit 12e; and a sixth signal line 68 that couples the seventh terminal 
707 to the card recognition logic circuit 12c. In one embodiment, the power 
supply 12d provides a fixed voltage Vcc of 5 volts to the first and sixth 
terminals 70 1 and 706- In one embodiment, the terminal 702 of the reader 50a 
is not coupled to any circuitry. The clock circuit 54 provides clock signals to 
the reader 70 and to the card 80 via the third terminal 7O3. The second and 
third signal lines 66a and 66b receive and forward data via the fourth and 
eighth terminals 704 and 708, and provide bi-directional communications 
between the processor 12b of the computer and the processor 32 of the card 
80. In particular, data is provided as a differential signal from (or to) card 80 
via elements 824 and 828 (from USB UART 88) to (or from) reader 50a, which 
receives (or forwards) the differential signal via terminals 704 and 708- The 
ground circuit 12e provides grounding via the fifth terminal 70s. The card 
recognition logic circuit 12c is coupled to the seventh terminal 707. 
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Upon receiving the single mode card 80, the first through eighth 
terminals 82i-82s of the card 80 contact the respective first through eighth 
terminals 70\ - 70s of the reader 50a. In particular, the sixth and seventh 
terminals 826 anc * 827 of the card 80 contact the sixth and seventh terminals 
706 anc * 707 of the reader 50a respectively, so that the signal line 84 coupled 
between the sixth and seventh terminal 826 and 82y of the card 80 creates a 
short between the sixth and seventh terminals 706 an d 707 of the reader 50a. 
As a result, the seventh terminal 707 of the reader 50a is pulled up to Vcc. 
The card recognition logic circuit 12c in the computer 12 subsequently detects 
that the voltage at the seventh terminal 707 of the reader 50a has been pulled 
up to Vcc (typically 5V) or, is at a logic one state, and accordingly detects that 
the inserted card operates in accordance with a first predetermined 
communication mode. In one embodiment, when card recognition logic 
circuit 12c detects that the seventh terminal 707 is at a logic one state, it 
determines that the card 80 is USB-compatible, i.e., the first predetermined 
communication mode is the USB mode. The reader 50a then proceeds with 
normal operation, including entering a passive mode to enable the card 80 to 
communicate directly with the processor 12b in computer 12. Conversely, if 
the reader 50a detects that the seventh terminal 707 is not at a logic one state, 
it determines -that the card 80 is not USB-compatible— In this case, the reader 
50a generates a fault or an error message, which is received by the computer 
12 and displayed on the monitor 14. 

Likewise, the reader recognition logic circuit 86 in the single mode 
card 80 detects that the reader 50a operates in accordance with the 
predetermined communication mode (e.g., is USB compatible), by detecting a 
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logic one at terminal 827. The card 80 then proceeds with normal operation, 
and communicates directly with the host computer, such as computer 12. 
Conversely, if the card 80 determines that the reader 50a is not USB- 
compatible, by detecting a logic zero state at the seventh terminal 827, it 

generates a fault or an error message, which is transmitted to the computer 12 
via reader 50a. 

Figures 3 A-3C are a schematic diagrams of one embodiment of a dual 
mode reader 100 that may receive any one of: a single mode (e.g., ISO- 
compatible) card 150 (Figure 3A), a single mode (e.g., USB-compatible) card 
200 (Figure 3B) and a dual mode (e.g., ISO and USB-compatible) card 250, in 
accordance with the principles of the present invention. 

In one embodiment, the dual mode reader 100 operates in accordance 
with either of the ISO or the USB standards. The dual mode reader 100 may 
be used in place of the reader 20 in Figures 1A and IB, while the cards 150, 
20 P_? r _ 25 9 ma Y be u sed in place of the card 30 of Figures 1A and IB. The dual 
mode reader 100 may receive any one of the cards 150, 200 or 250 through a 
slot (not shown) similar to the slot 22 on reader 20 of Figure 1 A. Like the card 
reader 20, the dual mode reader 100 comprises a processor 40, a memory 
module 44, a clock module 104 and a card interface circuit 120. The processor 
40, memory module 44, and clock module" 104 of thedual mode reader 100 
may be similar or identical to those of reader 20 in Figures 1A and IB. The 
dual mode reader 100 differs from the single mode (e.g., USB-compatible) 
reader 50 of Figure 2A, in that it additionally comprises an ISO UART circuit 
112. The ISO UART circuit 112 facilitates communication with an ISO- 
compatible card, such as card 150. Communication with a USB-compatible 
card (where applicable, for example, with card 200 (Figure 3B) or card 250 
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(Figure 3C)) is provided via data circuits 105a and 105b. In Figures 3B and 
3C, communication with USB-compatible cards are provided via circuits 105a 
and 105b, USB UART 224 or 226, processor 32 and firmware installed in 
memory 34. Once communication with a USB-compatible card is established, 
the processor 40 of reader 100 enters a passive mode, so that direct 
communication between the card 150 and the host computer may occur. 

A detailed description of the reader 100 and cards 150, 200 and 250 
will now be provided. As shown in Figure 3A, the card interface circuit 120 
of reader 100 comprises a plurality of contact terminals 1201-1208, an ISO 
UART circuit 112, a card recognition logic circuit 114 and a divider circuit 
116. In one embodiment, the divider circuit 116 comprises two resistors Rl 
and R2. In one further embodiment, the resistance value of Rl is 
approximately ten times the resistance value of R2. For example, Rl=100 
Kohm and R2=10 Kohm. The plurality of terminals 120i-1208 are configured 
to interface with a corresponding plurality of terminals 160i-160s located in 
thereader interface circuit 160 of the card 150. In one embodiment, upon 
insertion of the card 150 into the slot of the reader 100, the first through 
eighth terminals 120i-1208 of the reader 100 interface with the first through 
eighth terminals I6O1-I6O8 of the card 150. In one embodiment, the plurality 
of terminals 1201-1208 and the plurality of terminals-160i-1608 are contact 
terminals. 

The dual mode reader 100 further comprises a first voltage circuit 102, 
a first data circuit 105a, a second data circuit 105b, a ground terminal 106, and 
a second voltage circuit Vcc 108. In one embodiment, the first voltage circuit 
102 provides a fixed voltage Vcc of 5 volts to the first terminal 120i. In one 



RNSDOCID: <WO 0CK>393fiA1 I > 



\VO 00/23936 



-19- 



PCT/US99/22360 



embodiment, the terminal 1202 of the reader 100, is not coupled to any 
circuitry. The clock circuit 104 provides clock signals to the processor 40 and 
to the card 150 via the third terminal 1203. The first and second data circuits 
105a and 105b are coupled to both the processor 40 and to the fourth and 
eighth terminals 1204 and 1208 respectively. The first and second data 
circuits 105a and 105b receive and forward data via the fourth terminal 1204 
and the eighth terminal 1208 when the received card is determined to be 
USB-compatible. Data is provided from card 150 via elements I6O7 and 1207 
to reader 100 and vice-versa, when the card 150 is determined to be ISO- 
compatible. The ground circuit 106 provides grounding via the fifth terminal 
1205, while the second voltage circuit 108 provides a fixed voltage Vcc that is 
provided via a sixth terminal 1206. In one embodiment, the first and second- 
voltage circuits 102 and 108 are a single voltage circuit. The ISO UART 
circuit 112 and the card recognition logic circuit 114 are coupled to the 
seventh terminal I2O7. In addition, the divider circuit 116 is coupled to the 
second voltage circuit 108, the card recognition circuit 114, the sixth and 
seventh contact terminals 1206 and 1207. In particular, a first resistor Rl is 
coupled between the sixth and seventh terminals 1206 ancl 1207, while one 
end of a second resistor R2 is coupled to the seventh terminal 1207, and a 
second end "of R2 is coupled to" ground. " 

In particular, Figure 3A illustrates one embodiment of a dual mode 
reader 100 that receives one embodiment of a single mode (e.g., ISO- 
compatible) card 150. The card 150 comprises a processor 32 that is coupled 
to a memory module 34 and a reader interface circuit 160. The reader 
interface circuit 160 comprises a plurality of terminals I6O1-I6O8 and an ISO 
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UART 162. The terminals 160].-1606 and 1608 are coupled to various circuitry 
within the card 160 which are known to one of skill in the art, but are not 
pertinent to the understanding of the present invention. The ISO UART 162 
is coupled to the seventh terminal I6O7. 

Upon receiving the single mode (ISO-compatible) card 150, the first 
through eighth terminals I6O1 - 1608 of the card 150 contact the first through 
eighth terminals 120i - 1208 of the reader 100 respectively. Since the sixth 
terminal 1606 is not coupled to the seventh terminal I6O7 of the card 150, the 
voltage across Rl is approximately 4.55V, while the voltage across R2 is 
approximately 0.45V. The card recognition logic circuit 114 in the dual mode 
reader 100 subsequently detects that the voltage at the seventh terminal 1207 
of the reader 100 is at approximately 0.45V, or, is at a logic zero state, and 
accordingly determines that the inserted card operates in accordance with a 
second predetermined communication mode. In one embodiment, when 
card recognition logic circuit 112 detects that the seventh terminal 1207 is at a 
logic zero state, it determines that the card is ISO-compatible; i.e., the second 
predetermined communication mode is an ISO communication mode. The 
reader 100 then issues a signal for the card 150 to initialize itself as an ISO 
compatible card. Subsequently, the processor 40 of the reader 100 connects to 
the host computer e.g., computer 12, on behalf of theTcard 150. Upon 
establishing a connection with the host computer, the reader 100 proceeds to 
communicate with the host computer and relays commands and/or data 
from the host computer to the card 150 and vice versa. 

Figure 3B illustrates one embodiment of a dual mode reader 100 that 
receives one embodiment of a single mode (e.g., USB compatible card) 200. 
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In one embodiment, the single mode card 200 is substantially identical to the 
single mode (USB compatible) card 80 of Figure 2A, and comprises a 
processor 32, a memory 34, and a reader interface circuit 210. The reader 
interface circuit 210 comprises a plurality of terminals 210i-2108 and a reader 
recognition logic circuit 220. The card 200 further comprises a USB UART 
224, which is coupled to terminals 2104 and 2108* The plurality of terminals 
210i-210s are configured to interface with the terminals 1201-1208 when the 
card 200 is inserted into the reader 100. 

Upon receiving the single mode (e.g., USB-compatible) card 200, the 
first through eighth terminals 2101-2108 of the card 200 contact the first 
through eighth terminals 120i - 1208 of the reader 100 respectively. In 
particular, the sixth and seventh terminals 2106 and 2107 of the card 200 
contact the sixth and seventh terminals 1206 and 1207 of the reader 100 
respectively, so that the signal line 222 coupled between the sixth and seventh 
contact elements 2106 and 2107 of the card 200 creates a short between the 
sixth and seventh terminals 1206 and 1207 of the reader 100. As a result, the 
seventh terminal 1207 of the reader 100 is pulled up to Vcc. The card 
recognition logic circuit 114 in the dual mode reader 100 subsequently detects 
that the voltage at the seventh terminal 1207 of the reader 100 has been pulled 
up to Vcc (typically 5V) or, is at a logic one state, and accordingly determines 
that the inserted card operates in accordance with a first predetermined 
communication mode. In one embodiment, when card recognition logic 
circuit 114 detects that the seventh terminal 1207 is at a logic one state, it 
determines that the card 200 is USB compatible, i.e., the first predetermined 
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communication mode is the USB mode. The reader 100 then enters a passive 
mode to enable the card 200 to communicate directly with the host computer. 

Likewise, the reader recognition logic circuit 220 in the single mode 
card 200 determines that the reader 100 operates in accordance with the first 
predetermined communication mode (e.g., is USB compatible), by detecting a 
logic one at terminal 2107. 

Figure 3C illustrates one embodiment of a dual mode reader 100 that 
receives one embodiment of a dual mode card 250. In one embodiment, the 
dual mode is compatible with either or both the ISO and USB standards. In 
addition, in one embodiment, the dual mode card 250 is identical to the single 
mode (e.g., USB-compatible) card 200, with the exception that it further 
comprises an ISO U ART circuit 262 that is coupled to the card recognition 
logic circuit 264 and terminal 26O7. In particular, the dual mode card 250 
comprises a processor 32, a memory 34, and a reader interface circuit 260. 
Thereader interface circuit 260 comprises a plurality of terminals 260i-2608, 
an ISO UART circuit 262, a reader recognition logic circuit 264 and a USB 
UART circuit 268. The plurality of terminals 260} -2608 are configured to 
interface with the terminals 120i~1208 when the card 250 is inserted into the 
reader 100. 

In one embodiment, while the dual mode card 250 can operate in 
accordance with either of the ISO or USB standards, upon detection that a 
reader is USB compatible (such as reader 50) or is a dual mode reader (such 
as reader 100), the dual mode card 250 defaults to operate in accordance with 
the USB standard, which facilitates direct communication with a host 
computer. 
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Upon receiving the dual mode card 250 by the dual mode reader 100, 
first through eighth terminals 2601-2608 of the card contact the first through 
eighth terminals 120] -1208 of the reader 100. In particular, the sixth and 
seventh terminals 2506 and 25 °7 of the card contact the sixth and seventh 
terminals 1206 and 1207 of the reader 100 respectively, so that the signal line 
266 coupled between the sixth and seventh terminals 2606 and 2607 creates a 
short between the sixth and seventh terminals 1206 and I2O7. As a result, the 
seventh terminal 1207 is pulled up to Vcc. The card recognition logic circuit 
114 in the dual mode reader 100 subsequently detects that the voltage at the 
seventh terminal 1207 has been pulled up to Vcc or, is at a logic one state, and 
accordingly detects that the inserted card is USB compatible. The reader 100 
then enters a passive mode to enable the card 250 to communicate directly 
with the host computer. 

Likewise, the reader recognition logic circuit 264 in the dual mode card 
250 detects that the reader 100 is USB compatible by detecting a logic one at 
contact element 26O7. 

Figures 4A-4C illustrate a block diagram of one embodiment of a dual 
mode card 400 that may operate with any one of: a single mode (e.g., ISO 
compatible)-reader 350 (Figure-3A), a single mode-(e.g., USB-compatible) 
reader 450 (Figure 4B) and a dual mode (e.g., ISO and USB-compatible) 
reader 550 (Figure 4C). 

In one embodiment, the dual mode card 400 operates in accordance 
with either of the ISO or the USB standards. The dual mode card 400 may be 
used in place of the card 30 in Figures 1 A and IB, while the readers 350, 450 
and 550 may be used in place of the reader 20 of Figures 1 A and IB. The dual 
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mode card 400 may be inserted into any one of the readers 350, 450, 550 
through a slot (not shown) similar to the slot 22 on reader 20 of Figure 1 A. 
Like the card 30, the dual mode card 400 comprises a processor 40, a memory 
module 44, and a reader interface circuit 410. The processor 40 and memory 
module 44 of the dual mode card 400 may be similar or identical to those of 
reader 20 in Figures 1A and IB. In one embodiment, the card 400 is identical 
to the card 250 (Figure 3C). 

The reader interface circuit 410 comprises a plurality of terminals 410i- 
4108, an ISO UART circuit 412, a reader recognition logic circuit 414 and a 
USB UART circuit 418. As shown in Figure 4A, the plurality of terminals 
410i~4108 of the card 400 are configured to interface with a plurality of 
terminals 360i-3608 located in a single mode (e.g., ISO compatible) reader 
350. The dual mode card mode 400 includes an ISO UART circuit 412, which 
facilitates communication with an ISO-compatible only reader. 
Communication with a USB-compatible reader is al§o possible through 
firmware installed in memory 34 of card 400 via USB UART 418. 

A detailed description of the card 400 and readers 35, 450 and 550 will 
now be provided. In particular, Figure 4 A illustrates one embodiment of a 
single mode (e.g., ISO-compatible reader) 350 that is coupled to receive one 
embodiment of a dual mode (e.g., ISO and USB compatible) card 400, in 
accordance with the principles of the present invention. The single mode 
(ISO compatible) reader 350 is configured to operate in accordance with the 
ISO standard and comprises a processor 40, memory 42, a clock 364 and a 
card interface circuit 360. The card interface circuit 360 comprises a plurality 
of terminals 360i~3608 and an ISO UART circuit 370. The reader 350 further 



BNSDOCID: <WO 0023936A1 I > 



WO 00/23936 



-25- 



PCT/US99/22360 



comprises a first voltage circuit 362, a reset circuit 366 and a ground circuit 
368. In one embodiment, the voltage circuit 362 provides a fixed voltage Vcc 
of 5 volts to the first terminal 360i. The reset circuit 366 provides reset 
signals via the second terminal 3602- The clock circuit 364 provides clock 
signals to the processor 40 and to the card 400 via the third terminal 3603 
(that interfaces with the terminal 3603). Data is communicated between the 
reader 350 and card 400 via the seventh terminal 3607 of the reader 350 and 
the seventh terminal 4107 of the card 400. The ISO UART circuit 370 is 
coupled to the seventh terminal 3607 and provides a communication interface 
between the card 400 and processor 40 of reader 350. Terminals 3604 and 
360g of reader 350 are coupled to various circuitry of the reader 350 that are 
not pertinent to the understanding of the present invention. In addition, 
terminal 3606 is n ot coupled to any other circuitry in the reader 350. 

Upon being received by the single mode (ISO-compatible) reader 350, 
theJirst through eighth terminals 4101-4108 of card 4Q0 contact the first 
through eighth terminals 360i~3608 of reader 360. In particular, the sixth and 
seventh terminals 4106 an d 4107 of card 400 are coupled to the sixth and 
seventh terminals 3606 and 3607 of the reader 350. Since the sixth terminal 
3606 °f readerjs. uncoupled, the_ reader recognition logic circuit 414 detects 
0V or a logic 0 state at the seventh terminal 4107 (which is coupled to 
terminal 4106 via signal line 416). In response, to the detected logic 0 state, 
the reader recognition logic circuit 414 determines that the reader 350 is 
operable at a second predetermined communication mode. In one 
embodiment, the reader recognition logic circuit 414 determines that the 
reader 360 is ISO compatible only, when it detects a logic 0 state at terminal 
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4107 of the card 400. The card 400 then initializes firmware in the reader 350 
for ISO-compatibility, and the reader 350 issues a signal for the card 400 to 
initialize itself as an ISO-compatible card. 

Figure 4B illustrates a single mode (e.g., USB-compatible reader) 450 
that is coupled to receive one embodiment of a dual mode (e.g., ISO and USB 
compatible) card 400, in accordance with the principles of the present 
invention. The single mode (e.g., USB compatible) reader 450 is identical to 
the single mode (e.g., USB-compatible) reader 50 of Figure 2A. The single 
mode reader 50 comprises a processor 40, a memory module 44, a clock 
module 454 and a card interface circuit 460. 

Upon receiving the dual mode card 400, the first through eighth 
terminals 4101-4108 of the card 400 contact the first through eighth terminals 
460i - 4608 of the reader 450, respectively. In particular, the sixth and 
seventh terminals 4106 and 4107 of the card 400 contact the sixth and seventh 
terminals 4606 and 4607 of the reader 450 respectively, so that the signal line 
416 coupled between the sixth and seventh terminals 4106 and 4IO7 of the 
card 400 creates a short between the sixth and seventh terminals 4606 and 
4607 of the reader 450. As a result, the seventh terminal 46O7 of the reader 
460 and thus, the_seventh terminal 4107 of the card 400, are pulled up to Vcc. 
The reader recognition logic circuit 414 in the dual mode card 400 
subsequently detects that the voltage at the seventh terminal 4007 of the card 
400 has been pulled up to Vcc (typically 5V) or, is at a logic one state, and 
accordingly detects that the inserted card operates in accordance with a first 
predetermined communication mode. In one embodiment, the reader 
recognition logic circuit 414 in the single mode card 400 detects that the 
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reader 450 is USB compatible. The card 400 then initializes firmware in the 
reader 450 for USB compatibility and proceeds with normal operation. 
Where USB compatibility is established, the reader 450 enters a passive mode 
and enables the card 450 to communicate directly with the host computer. 
Likewise, card recognition logic circuit 462 in the reader 450 determines that 
the card 400 is USB compatible, by detecting a logic one at terminal 4607. 

Figure 4C illustrates one embodiment of a dual mode reader 550 that is 
coupled to receive one embodiment of a dual mode card 400, in accordance 
with the principles of the present invention. The dual mode reader 550 is 
identical to the dual mode reader 100 of Figures 3A, 3B and 3C. In one 
embodiment, the dual mode reader operates in accordance with either or 
both the ISO and USB standards. 

Upon being received by the dual mode reader 550, the first through 
eighth terminals 410i-4108 of the card 400 contact the first through eighth 
terminals 560i-5608 of the card 550. In particular, the_sixth and seventh 
terminals 4006 and 4007 of the dual mode card 400 contact the sixth and 
seventh terminals 5506 and 5507 of the reader 550 respectively, so that the 
signal line 416 coupled between the sixth and seventh terminals 4006 and 
4007 of the card 400 creates a short between the sixth and seventh terminals 
5506 and 5507 of the reader 550. As a result, the seventh terminal 5507 and 
thus, the seventh terminal 4007, are pulled up to Vcc. The reader recognition 
logic circuit 404 in the dual mode card 400 subsequently detects that the 
voltage at the seventh terminal 4007 of the card 400 has been pulled up to Vcc 
(typically 5V) or, is at a logic one state, and accordingly detects that the 
inserted card operates in accordance with a first predetermined 
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communication mode. In one embodiment, the reader recognition logic 
circuit 404 in the single mode card 400 detects that the reader 450 is USB 
compatible. The card 400 then initializes firmware in the reader 550 for USB 
compatibility and proceeds with normal operation. Where USB compatibility 
is established, the reader 550 enters a passive mode and enables the card 450 
to communicate directly with the host computer. Likewise, card recognition 
logic circuit 564 in the reader 550 determines that the card 400 is USB 
compatible, by detecting a logic one at terminal 5607. 

Figure 5 is a flow chart that illustrates one embodiment of the card 
identification process of the single mode (USB-compatible) reader in 
accordance with one embodiment of the present invention. Beginning from a 
start state, the process 500 proceeds process block 510 where it initializes the 
single mode (USB-compatible) reader, e.g., reader 50 (Figure 2A), and 
conducts a power on self test (POST). The process 500 then advances to 
decision block 512, where the process determines if the reader passed POST. 
If -not; the process 500 proceeds to process block 514, -where it generates a 
fault or an error message. The process 500 then terminates. If however, the 
reader passed POST, the process 500 proceeds to decision block 516, where it 
determines if the card socket within the slot, e.g., slot 22 (Figure 1A) is empty. 
If so, the process 500 continues monitoring the card socket for the insertion of 
a card (process block 518). The process 500 then returns to decision block 516. 

If, however, the socket is not empty, the process 500 proceeds to 
process block 520, where it determines the type of card inserted into the 
socket. In particular, the reader determines if the card is USB compatible or 
ISO compatible. To do so, the process advances to decision block 522, where 
it determines if its card identification terminal e.g., the seventh terminal 6O7 
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of reader 50 (Figure 2A), is at or approximately zero volts, or at a logical zero 
state. If so, the process 500 determines that the card is configured as an ISO- 
compatible card (process block 524). The process 500 subsequently generates 
a fault or an error message (process block 526) and then terminates. If the 
card identification terminal e.g., the seventh terminal 6O7 of reader 50 (Figure 
2A), is not at a logical zero state, the process 500 determines that the card is 
configured as a USB-compatible (process block 528). In one embodiment, the 
process 500 determines that the card is USB-compatible if the card 
identification terminal e.g., the seventh terminal 6O7 of reader 50 (Figure 2A), 
is at a logical one state, i.e., at or approximately at 5 volts. The process 500 
then proceeds with normal operation, including reading and writing of data 
to and from the card, e.g., card 80, as shown in process block 530. 

Figure 6 is a flow chart that illustrates the reader identification process 
of the single mode (USB-compatible) card in accordance with one 
embodiment of the present invention. The process 600 begins from a start 
state and proceeds to process block 610, where it determines the type of 
reader the card, e.g., card 80 of Figure 2A, has been inserted into. The process 
600 then advances to a decision block 612, where it determines if the reader 
identification terminal of the card e.g., terminal seven 827 of card 80 (Figure 
2A), is at a logical zero state, i.e._, at on approximately; 0 volts. If so, the 
process 600 determines that the reader is configured to be ISO-compatible 
only (process block 614), and subsequently proceeds to process block 616 to 
generate a fault or an error message. The process 600 then terminates. 

However, if the reader identification terminal of the card e.g., terminal 
seven 827 of card 80 (Figure 2A), is not at a logical zero state, the process 600 
determines that the reader is configured as a USB-compatible reader (process 
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block 618). In one embodiment, the process determines that the reader is 
USB-compatible if the reader identification terminal e.g., the seventh terminal 
827 of card 80 (Figure 2A), is at a logical one state, i.e., at or approximately at 
5 volts. The process 600 then proceeds to process block 620, where it 
conducts POST for the card. It then advances to decision block 622, where it 
determines if the card passed POST. If not, the process 600 generates a fault 
or an error message, as shown in process block 624. The process 600 then 
terminates. However, if the card passed POST, it proceeds with normal 
operation, including reading of data to and from the reader. 

Figures 7 A and 7B illustrate a flow chart illustrating of the card 
identification process of the dual mode reader in accordance with one 
embodiment of the present invention. Beginning from a start state, the 
process 700 proceeds process block 710 where it initializes the dual mode 
(ISO and USB-compatible) reader, e.g., reader 100 (Figures 3A-3C), and 
conducts a power on self test (POST). The process 700 then advances to 
decision block 712, where the process 700 determines if the reader passed 
POST. If not, the process 700 proceeds to process block 714, where it 
generates a fault or an error message. The process 700 then terminates. 

If however, the reader passed POST, the process 700 proceeds to 
decision block 716, where it determines if the card socket within the slot, e.g., 
slot 22 (Figure 1 A) is empty. If so, the process 700 continues monitoring the 
card socket for the insertion of a card (process block 718). The process 700 
then returns to decision block 716. If however, the socket is not empty, the 
process 700 proceeds to process block 720, where it determines the type of 
card inserted into the socket. In particular, the reader determines if the card 
is USB compatible or ISO compatible. In one embodiment, a dual mode (ISO 
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and USB-compatible) reader defaults to USB when it detects that the card it is 
interfacing with is also USB compatible. 

To determine the compatibility of the card, the process 700 advances to 
decision block 722, where it determines if its card identification terminal e.g., 
the seventh terminal 1207 of reader 100 (Figures 3A-3C), is at a logical zero 
state, i.e., at or approximately zero volts. If not, the process 700 determines 
that the card is configured as a USB-compiatible card (process block 724). In 
one embodiment, the process 700 determines that the card is USB-compatible 
if the card identification terminal e.g., the seventh terminal 1207 of reader 100 
(Figures 3A-3C), is at or approximately at 5 volts. From process block 724, 
the process 700 proceeds to process block 726, where it then configures the 
reader to enter a passive mode and enables the card to communicate directly 
with the host, such as a host computer. The process then returns to decision 
block 716. 

If, at decision block 722, the process 700 determines that the card 

identification terminal e.g., the seventh terminal 1207 of reader 100 (Figures 
3A-3C), is at a logical zero state, the process 700 determines that the card is 
configured only as an ISO-compatible card (process block 728). The process 
700 subsequently configures the reader to issue a signal for the card to 
initialize itself as an ISO-compatible card, as shown in process block 730. The 
process 700 then proceeds to process block 732, where the reader connects to 
the host, such as a host computer, on behalf of the card. The process 700 then 
advances to process block 734, where the reader receives commands and /or 
data to and from the host and relays the commands and /or data to the card. 
The command /data relay process continues until terminated by the user or 
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the reader, upon which the process 700 returns to decision block 716 to 
continue monitoring the card socket. 

Figure 8 is a flow chart illustrating one embodiment of the reader 
identification process of the dual mode card in accordance with one 
embodiment of the present invention. The process 800 begins from a start 
state and proceeds to process block 810, where it determines the type of 
reader the card, e.g., card 400 of Figures 4A-4C, has been inserted into. In one 
embodiment, if the card is both USB and ISO compatible, it defaults to USB 
compatibility if it determines that the reader is also USB compatible. From 
process block 810, the process 800 advances to decision block 812, where it 
determines if the reader identification terminal of the card e.g., terminal 
seven 4107 of card 400 (Figures 4A-4C), is at a logical zero state, i.e., at or 
approximately 0 volts. If not, the process 800 proceeds to process block 814, 
where it determines that the reader is configured to be USB-compatible. In 
one embodiment, the process 800 determines that the reader is USB- 
compatible if the reader identification terminal of the'card is at or 
approximately 5 volts. The process 800 then proceeds to initialize the reader 
firmware for USB compatibility. If however, at decision block 812, the reader 
identification terminal of the card e.g., terminal seven 4107 of card 400 
(Figures 4A-4C), .is at a logical zero state, the process_800 determines that the 
reader is configured only to be ISO-compatible (process block 818). In this 
case, the process 800 proceeds to process block 820, where it initializes the 
reader firmware for ISO-compatibility. The process 800 then proceeds to 
process block 822, where the reader issues a signal for the card to initialize 
itself as an ISO-compatible card. 
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Form either of process blocks 816 or 822, the process 800 proceeds to 
process block 824, where it initializes the card and conducts POST. The 
process 800 then proceeds to decision block 826, where it queries if the card 
passed POST. If not, the process generates a fault or an error message, as 
shown in process block 828. The process 800 then terminates. However, if 
the card passed POST, the process 800 proceeds with normal operation, 
including reading of data to and from the reader, as shown in process block 
830. 

The present invention thus provides a card reader and/or that is 
capable of communicating in accordance with the either or both the ISO and 
USB standards, and can distinguish the operational mode of the card it 
receives and/or the reader it is received within. Such a card reader and/or 
card provides greater flexibility of interfacing with a respective card and /or 
reader. In addition, by providing communication in accordance with the USB 
standard, a card can communicate directly with a host computer, without the 
need for separate drivers for the reader and the card.- 

The present invention may be embodied in other specific forms 
without departing from its spirit or essential characteristics. The described 
embodiments are to be considered in all respects only as illustrative and not 
restrictive. The scope of the invention is, therefore/ indicated by the 
appended claims rather than the foregoing description. All changes which 
come within the meaning and range of equivalency of the claims are to be 
embraced within their scope. 
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CLAIMS 

What is claimed is: 

1. A dual mode card reader, comprising: 
a memory; 

a card interface circuit that detects a mode of a card, the mode 
being one of first and second communication modes; and 

a processor coupled to the card interface circuit and the 
memory, the processor communicating with the card in the detected mode. 

2. The card reader of Claim 1, wherein the card interface circuit 
comprises: 

a voltage divider having a first and a second terminals, the first 
terminal being connected to a voltage source. 

" ~ "3. The card reader of Claim 2, wherein thevoltage divider 
comprises a first and a second resistors, the first resistor being coupled 
between the first and the second terminals, the second resistor being coupled 
between the second terminal and a ground terminal. 

4. The card reader of Claim 3, wherein a voltage across the first 
resistor has a first value when the detected mode is the first communication 
mode. 

5. The card reader of Claim 4, wherein the first value is 
corresponds to a logical one state. 
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6. The card reader of Claim 4, wherein the first communication 
mode is a universal serial bus communication protocol. 

7. The card reader of Claim 4, wherein the voltage across the first 
resistor has a second value when the detected mode is the second 
communication mode. 

8. The card reader of Claim 7, wherein the second value 
corresponds to a logical zero state. 

9. The card reader of Claim 8, wherein the second communication 
mode is an ISO communication protocol. 

10. The card reader of Claim 7, further comprising a 
communication interface circuit coupled to the voltage divider, the 
coj^^y^ication interface circuit being configured, to interface with the card in 
the second communication mode. 

11. The card reader of Claim 2, further comprising a card 
recognition logic circuit that is coupled to the voltage divider. 

12. A card reader, comprising: 
a memory; 

a card interface circuit that detects a mode of a card; and 
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a processor coupled to the card interface circuit and the 
memory, the processor communicating with the card in the detected mode if 
the detected mode matches a communication mode of the processor. 

13. The card reader of Claim 12, wherein the card interface circuit 
comprises: 

a voltage divider having a first and a second terminals, the first 
terminal being connected to a voltage source. 

14. The card reader of Claim 13, wherein the voltage divider 
comprises a first and a second resistor, the first resistor being coupled 
between the first and the second terminals, the second resistor being coupled 
between the second terminal and a ground terminal. 

15. The card reader of Claim 14, wherein a voltage across the first 
resistor has a first value when the detected mode is the communication mode 
of the processor. 

16. The card reader of Claim 15, wherein the first value 
corresponds to a logical one state. 

17. The card reader of Claim 15, wherein the communication mode 
of the processor is a universal serial bus communication protocol. 

18. The card reader of Claim 13, further comprising a card 
recognition logic circuit that is coupled to the voltage divider. 
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19. A dual mode card comprising: 
a memory; 

a reader interface circuit that detects a mode of a reader, the 
mode being one of first and second communication modes; and 

a processor coupled to the reader interface circuit and the 
memory, the processor communicating with the reader in the detected mode. 

20. The card of Claim 19, wherein the reader interface circuit 
comprises a reader recognition logic circuit. 

21. The card of Claim 20, wherein the reader recognition logic 
circuit is coupled to a first and a second terminal, said first and second 
terminals being coupled via a signal line. 

22. The card of Claim 21, further comprising a communication 
interface circuit that is coupled to the reader interface^ circuit. 

23. The card of Claim 19, wherein the first communication mode is 
a universal serial bus communication protocol. 

24. The card of Claim 19, wherein the second communication mode 
is an ISO communication protocol. 

25. A card, comprising: 
a memory; 

a reader interface circuit that detects a mode of a reader; and 
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a processor coupled to the reader interface circuit and the 
memory, the processor communicating with the reader in the detected mode 
if the detected mode matches a communication mode of the processor. 

26. The card of Claim 25, wherein the reader interface circuit 
comprises a reader recognition logic circuit. 

27. The card of Claim 25, wherein the reader recognition logic 
circuit is coupled to a first and a second terminals, said first and second 
terminals being coupled via a signal line. 

28. The card of Claim 25, wherein the communication mode of the 
processor is a universal serial bus communication protocol. 

29. A card reader that provides communication between a card and 
a processor, comprising: 

a first terminal that receives a first voltage level; 
a second terminal coupled to the processor, that detects a second 
voltage level; 

wherein the processor communicates with the card if the second 
voltage level is substantially equal to the first voltage level. 

29. The card reader of Claim 29, further comprising a pair of 
terminals that receive data from the card and provide data to the card, the 
pair of terminals being coupled to the processor. 
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31. The card reader of Claim 29, wherein the processor 
communicates with the card in accordance with a universal serial bus 
protocol. 

32. A method of providing communication with a card, comprising: 
detecting a mode of the card, the mode being one of first and 

second communication modes; and 

communicating with the card in the detected mode. 

33. The method of Claim 32, wherein detecting a mode of the card 
comprises: 

providing a voltage divider having a first and a second terminals, the 
first terminal being connected to a voltage source, the voltage divider 
comprising a first and a second resistors, the first resistor being coupled 
between the first and the second terminals, the second resistor being coupled 
between the second terminal and a ground terminal. 



34. The method of Claim 33, wherein detecting a mode of the card 
further comprises: recognizing a first value of a voltage across the first 
resistor when the detected mode is the first communication mode. 



35. The method of Claim 34, wherein the first value corresponds to 
a logical one state. 

36. The method of Claim 35, wherein the first communication mode 
is a universal serial bus communication protocol. 
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37. The method of Claim 33, wherein detecting a mode of the card 
further comprises: recognizing a second value of a voltage across the first 
resistor when the detected mode is the second communication mode. 

38. The method of Claim 37, wherein the second value corresponds 
to a logical zero state. 

39. The method of Claim 38, wherein the second communication 
mode is an ISO communication protocol. 

40. A method of providing communication with a card, comprising: 
detecting a communication mode of the card; and 
communicating with card in the detected mode if the detected 

mode matches a communication mode of a card reader. 

_41. The method of Claim 40, wherein detecting a communication 

mode comprises: 

providing a voltage divider having a first and a second terminals, the 
first terminal being connected to a voltage source, the voltage divider 
comprising a first and a second resistor, the first resistor being coupled 
between the first and the second terminals, the second resistor being coupled 
between the second terminal and a ground terminal. 

42. The method of Claim 41, wherein a voltage across the first 
resistor has a predetermined value when the detected mode is the 
communication mode of the card reader. 
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43. The method of Claim 42, wherein the communication mode of 
the card reader is a universal serial bus communication protocol. 

44. A method of providing communication with a card reader, 
comprising: 

detecting a mode of the reader, the mode being one of first and 
second communication modes; and 

communicating with the reader in the detected mode. 

45. The method of Claim 44, wherein detecting a mode of the 
reader comprises providing: 

a reader recognition logic circuit that is coupled to a first and a second 
terminal, said first and second terminals being coupled via a signal line; and 

a communication interface circuit that is coupled to the reader 
recognition circuit. 

46. The method of Claim 45, wherein detecting a mode of the 
reader further comprises detecting a first value at one of the first and second 
terminals. 

47. The method of Claim 46, wherein the first communication mode 
is a universal serial bus communication protocol when the first value is at a 
logical one state. 

48. The method of Claim 46, wherein detecting communication a 
mode of the reader further comprises detecting a second value at one of the 
first and second terminals. 
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49. The method of Claim 48, wherein the first communication mode 
is an ISO communication protocol when the second value is at a logical zero 
state. 

50. A method of communicating with a card reader, comprising: 
detecting a communication mode of the reader; and 
communicating with the reader in the detected mode if the 

detected mode matches a communication mode of a card. 

51. The method of Claim 50, wherein detecting a communication 
mode comprises providing a reader recognition logic circuit that is coupled to 
a first and a second terminal, said first and second terminals being coupled 
via a signal line. 

52. The method of Claim 51, wherein detecting a communication 
mode further comprises detecting a predetermined value at one of the first 
and second terminals. 

53. The method of Claim 52, further comprising identifying the 
communication mode of the reader as a universal serial bus communication 
protocol upon detection of the predetermined value. 

54. A method for providing communications between a card and a 
processor, comprising: 

providing a first terminal that receives a first voltage level; 
providing a second terminal coupled to the processor, that detects a 
second voltage level; 
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providing communications between the processor and the card if the 
second voltage level is substantially equal to the first voltage level. 

55. The method of Claim 29, wherein communications between the 
processor and the card is provided in accordance with a universal serial bus 
protocol. 
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FIG. IB 
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FIG. 5 



■ Q START ^ 



^7 



INITIALIZE; CONDUCT POST 



GENERATE 
FAULT OR 
ERROR MESSAGE 



NO 



5/2 

did" 

READER 
PASS POST. 



( END ) 




YES 



5/8 



CONTINUE MONITORING 
CARD SOCKET FOR 
INSERTION OF CARD 



520 - 



DETECT CARD TYPE 



522 



NO 



528 



IS 

CARD ID 
TERMINAL- AT 
A LOGICAL ZERO. 
STATE 

9 



YES 



524 



CARD IS CONFIGURED 
TO BE USB-COMPATIBLE 



I 



CARD IS CONFIGURED 
TO BE ISO-COMPATIBLE 
ONLY 



•5 JO 



PROCEED WITH 
NORMAL OPERATION 



52S 



GENERATE FAULT 
OR ERROR MESSAGE 



BNSDOCID: <WO 0023936A1_I_> 



WO 00/23936 PCT/US99/22360 

12/15 



FIG. 6 



Q START ^ 



600 



1 



6/0 



DETECT READER TYPE 




6/4 



READER IS 
CONFIGURED TO BE 
USB-COMPATIBLE 



I 



READER IS „ 
CONFIGURED TO BE 
ISO-COMPATIBLE ONLY 



620 



CONDUCT POST 



6/6 



-GENERATE FAULT 
OR ERROR MESSAGE 




622 

DID 
CARD PASS 
POST 



62S 



PROCEED WITH ~ 
NORMAL OPERATION 



GENERATE FAULT 
OR ERROR MESSAGE 

( E "° ) ■ 



BNSDOCID: <WO O023936A1_l_> 



WO 00/23936 ^ PCT/US99/22360 

13/15 



FIG. 7 A 



( START ) 



700 



1 


< ^7/0 


INITIALIZE; CONDUCT POST 



7/4 



GENERATE 
FAULT OR h» 
ERROR MESSAGE 



7~r~ 




7/8 



CONTINUE MONITORING 
CARD SOCKET FOR 
INSERTION OF CARD 



DETECT CARD TYPE 



NO 



724 



^, 722 

IS 

CARD ID 
TERMINAL AT 
A LOGICAL ZERO/' - 
STATE 



YES 



728 



CARD IS CONFIGURED 
TO BE USB-COMPATIBLE 



I 



CARD IS CONFIGURED 
TO BE ISO-COMPATIBLE 
ONLY 



726 



READER ENTERS 
PASSIVE MODE AND 
CARD COMMUNICATE 
DIRECTLY WITH HOST 



I 



7 JO 



READER ISSUES A 
SIGNAL FOR CARD TO 
INITIALIZE ITSELF AS 
AN ISO-COMPATIBLE 
CARD 




BNSDOCID: <WO OD?3f»3fiA1 I > 



WO 00/23936 



PCT/US99/22360 



14/15" 



FIG. 7B 



© 



7J2 



READER CONNECTS TO HOST 
ON BEHALF OF CARD 



7J4 



READER RECEIVES COMMANDS/DATA 
TO AND FROM HOST AND 
RELAYS SAME TO CARD 



BNSDOCID: <WO 0023936A1 J_> 



WO 00/23936 



15/15 



PCT/US99/22360 



FI G . 8 



C START ^ 



DETECT READER TYPE 



SOO 



8fO 



NO 



■8f4 



READER IS 
CONFIGURED TO BE 
USB-COMPATIBLE 



8/8 



INITIALIZE READER 

FIRMWARE FOR 
USB-COMPATIBILTY 



GENERATE FAULT 
OR ERROR MESSAGE 



I 



-8/2 

IS 

READER ID 

TERMINAL AT 

A LOGICAL ZERO 

STATE 
9 



YES 



■8/8 



READER IS 
CONFIGURED TO BE 
ISO-COMPATIBLE 



I 



820 



INITIALIZE READER 

FIRMWAVE FOR 
ISO-COMPM'I'BILTY 



I 



822 



READER ISSUES A 
SIGNAL FOR CARD 
TO INITIALIZE 
ITSELF AS A 
ISO-COMPATIBLE CARD 




PROCEED WITH 
NORMAL OPERATION 



BNSDOCID: <WO 0023936A1.L > 



INTERNATIONAL SEARCH REPORT 



Inter )nal Application No 

PCT/US 99/22360 



A. CLASSIFICATION OF SUBJECT MATTER 

IPC 7 G06K7/00 G06K19/07 



According to International Patent Classification (IPC) or to both national classification and IPC 



B. FIELDS SEARCHED 



Minimum documentation searcned (classification system followed by classification symbols) 

IPC 7 G06K G06F H04L 



Documentation searched other than minimum documentation to the extent that such documents are included in the fields searched 



Electronic data base consulted during the international search (name of data base and. where practical, search terms used) 



C. DOCUMENTS CONSIDERED TO BE RELEVANT 



Category - 


Citation ot document, with indication, where appropriate, of the relevant passages 


Relevant to claim No. 


X 


US 5 712 472 A (LEE SUNG-CHEOUL) 


1,2, 




27 January 1998 (1998-01-27) 


11-13, 






18,32,40 


Y 




29 , 30 ,-54 


A 




6,9,10, 






17,36, 






39,43,55 




abstract 






column 1, line 13 -column 5, line 46 






figures 1-5 






-/~ 











HI 



Further documents are listed in the continuauon of box C. 



Patent family members are listed in annex. 



' Special categories of cited documents ; 

"A" document defining the general state of the an which is not 
considered to be ol particular relevance 

"E" earlier document but published on or after the international 
filing date 

"L" document which may throw doubts on priority claim(S) or 
which is cited to establish the publication date of another 
citation or other special reason (as specified) 

"O" document referring to an oral disclosure, use. exhibition or 
other means 

"P" document published prior to the international filing date but 
later than the priority date claimed 



later document published after the international liling date 
or priority date and not in conflict with the application but 
cited to understand the principle or theory underlying the 
invention 

document of particular relevance; the claimed invention 
cannot be considered novel or cannot be considered to 
involve an inventive step when the document is taken alone 

document of particular relevance; the claimed invention 
cannot be considered to involve an inventive step when the 
document is combined with one or more other such docu- 
ments, such combination being obvious to a person skilled 
in the an. 

document member of the same patent family 



Oate of the actual completion of the international search 

11 January 2000 


Date of mailing of the international search report 

20/01/2000 


Name and mailing address of the ISA 

European Patent Office. P.B. 5818 Patentlaan 2 
NL - 2280 HV Rijswijk 

Tel. (+31-70J 340-2040. Tx. 31 651 epo nl. 
Fax: (+31-70) 340-3016 


Authorized officer 

Jacobs, P 



Form PCT lSA/210 (second sheen (July 19921 
BNSDOCID: <WO 0023936A1_I_> 



page 1 of 2 



INTERNATIONAL SEARCH REPORT 



Inte Dnal Application No 

PCT/US 99/22360 



C.(Contlnuation) DOCUMENTS CONSIDERED TO BE RELEVANT 


Category 


Citation ot document, with indication. where appropriate, of the relevant passages 


Relevant to claim No. 


Y 


US 5 630 170 A (NIIZUMA NAOKI ET AL) 


29,30,54 




13 May 1997 (1997-05-13) 


A 




1,2,6, 






9-13,17, 






18, 






21-24, 






27,28, 






31,32, 






jo , oy , 






40,43, 






45-49, 






51-53,55 




abstract 






column 8, line 3 -column 10, line 2 






tables 1,4 






figures 5A,5B,5C 




X 


— 

W0 95 24019 A (ANGEWANDTE DIGITAL 


19,20, 




ELEKTRONIK ;KREFT HANS DIEDRICH (DE)) 


24-26, 




8 SeDtember 1995 (1995-09-08) 


44 ^fl 


A 




21,22, 






27,45, 






46,48, 






49,51,52 




abstract 






page 1, line 5 -page 3, line 9 






figures 1,2 . , 






X 


Ef^ 0- 513 507 A (TOKYO SHIBAURA ELECTRIC - - 


19,20, 




CO) 19 November 1992 (1992-11-19) 


24-26, 






44,50 


A 




CI c o , 






27,28, 






45-49, 






51-53 




abstract 






column 1, line 1 -column 4,-11 rve- 15- — 






column 8, line 9 - 1 ine 24 






figure i 

— 




A 


EP 0 660 241 A (CHRYSLER CORP) 


2-5, 




28 June 1995 (1995-06-28) 


7-11, 






13-16, 






18, 






33-35, 






37-39, 






41,42 




abstract 






page 3, line 1 -page 6, line 10 





Form PCT/ISA/210 (continuation ol second sheen lJufy 1992) 
BNSDOCID: <WO O023936A1 1 > 



page 2 of 2 



INTERNATIONAL SEARCH REPORT 

Information on patent family members 



Patent document 


Publication 




Patent family 


Pi ihlic^itifirt 

• LIUMWcl IIIJI 1 


cited in search report 


date 




member(s) 


date 


US 5712472 A 


27-01-1998 


CN 


1133459 A 


16-10-1996 






JP 


8263607 A 


11-10-1996 


US 5630170 A 


13-05-1997 


AU 


695704 B 


20-08-1998 






AU 


3672595 A 


06-05-1996 






BR 


9506347 A 


02-09-1997 






CA 


2176940 A 


25-04-1996 






CN 


1128368 A 


07-08-1996 






DE 


29521356 U 


02-01-1997 






DE 


69512873 D 


25-11-1999 






DE 


716392 T 


13-03-1997 






EP 


0716392 A 


i p_nA_i QQC 






EP 


0733243 A 


25-09-1996 






WO 


9612250 A 


25-04-1996 






JP 


9504132 T 


22-04-1997 






NZ 


294038 A 


24-02-1997 






US 


5872999 A 


16-02-1999 


WO 9524019 A 


08-09-1995 


DE 


4406704 C 


20-07-1995 






AU 


681944 B 


11-09-1997 






AU 


1753895 A 


18-09-1995 






BR 


9506922 A 


30-09-1997 






CA 


2184606 A 


08-09-1995 






CN 


114??71 A 


fiC— HO- 1 QQ7 






DE 


19580083 D 


17-04-1997 






EP 


0748485 A 


18-12-1996 






JP 


9509770 T 


30-09-1997 






PL 


316525 A 


20-01-1997 






US 


5847372 A 


08-12-1998 


EP 0513507 A 


19-11-1992 


JP 


2930257 B 








jp 


4321192 A 


11-11-1992 






DE 


69216907 D 


06-03-1997 






DE 


69216907 T 


Od— HQ— 1 QQ7 






HK 


1003017 A 


30-09-1998 






US 


5349649 A 


20-09-1994 


EP 0660241 A- 


28-06-1995- 


— us- 


5459660 A 


17-10-1995 






CA 


2138704 A 


23-06-1995 





Foim PCT/ISA/210 (patent tarrwly annex) (July 1992) 



<WO 0023936A1_I_> 




•nal Application No 



PCT/US 99/22360 



THIS PAGE BLANK (uspto) 



